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Overview and Key Requirements 

Outsourcing involves an Authorised Institution entering into an arrangement with another 

party (including a related company) to perform, on a continuing basis, a business activity that 

currently is, or could be, undertaken by the Authorised Institution itself. 

Authorised Institutions outsource business activities, functions and processes to meet the 

challenges of technological innovation, specialisation, cost control and competition. 

However, outsourcing can increase dependence on third parties that in turn, may increase the 

risk profile of the institution.  

This Prudential Standard aims to ensure that each Authorised Institution implements 

appropriate due diligence, approval and ongoing monitoring of all outsourcing arrangements 

involving material business activities, functions and processes. All risks arising from 

outsourcing must be appropriately identified and managed to ensure that the Authorised 

Institution meets both its financial and service obligations to depositors and investors and to 

ensure that outsourcing arrangements are not an impediment to BPNG’s ability to supervise 

prudentially.  

The key requirements include:  

• Board approved policy and procedures for outsourcing business activities; 

• monitoring program to ensure activities outsourced meet requirements and service 

standards contracted; 

• business activities, functions and processes that must not be outsourced;  

• legally binding agreements for all outsourcing of material activities, unless otherwise 

agreed by BPNG; 

• consultation with BPNG prior to entering into agreements to outsource material 

business activities, processes or functions including to service providers that conduct 

their activities outside PNG or a parent or related company;  

• restrictions on outsourcing arrangements that may impede BPNG’s ability to 

supervise prudentially; and 

• maintaining a register of all agreements to outsource material business activities. 
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Application 

This Prudential standard applies to each Bank and Licensed Financial Institution 

authorized under the Banks and  Financial Institutions Act 2000 (BFIA), collectively 

referred to as Authorised Institutions (AIs) for the purposes of this prudential standard. 

Definitions 

1. Refer to BPS 001 Bank of Papua New Guinea Prudential Standards – Glossary and 

Definitions for a complete set of acronyms and glossary of terms used in this Prudential 

Standard. Defined terms are hyperlinked in the electronic version of this Prudential 

Standard.  

Materiality 

2. A material business activity has the potential, if disrupted, to have a significant impact on 

the AI’s business operations or its ability to manage risks effectively, having regard to 

such factors as: 

a. the financial and operational impact and impact on reputation of a failure of the 

service provider to perform over a given period of time; 

b. the cost of the outsourcing arrangement as a share of total costs; 

c. the degree of difficulty, including the time taken, in finding an alternative service 

provider or bringing the business activity in-house; 

d. the ability of the regulated institution to meet regulatory requirements if there are 

problems with the service provider; 

e. whether outsourcing the activity may affect BPNG’s ability to supervise the AI or 

have access to information or personnel;   

f. potential losses to the AI’s customers and other affected parties in the event of a 

service provider failure;  

g. affiliation or other relationship between the AI and the service provider; and 

h. relations with a service provided such as a mobile banking or branchless banking 

agent. 

3. Attachment A provides further guidance on activities that are likely to be deemed 

material for the purpose of managing outsourcing risks.  

4. For the purposes of this Prudential Standard, the internal audit function is a material 

business activity. 
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Principles and Prudential Requirements 

Approval, management and administration 

5. The Board of directors (Board) must establish policies and procedures that set out the 

approach to outsourcing of material business activities, including a detailed framework 

for identification and evaluation of proposals, development of service agreements and 

standards, due diligence and approvals, assessment and mitigation of risks arising and 

review and reporting arrangements.   

6. The Board and senior management must be satisfied that the AI will continue to meet its 

financial and service obligations to depositors, investors and clients.  

7. The AI continues to be responsible for compliance with all prudential and other 

regulations even if the service provider has day-to-day responsibility for delivery of the 

business activity, function or process. For the avoidance of doubt, the AI is not relieved 

from any prudential or other regulatory requirement as a result of an activity being 

outsourced and will be held accountable for any non-compliance.  

8. The Board and senior management must ensure that outsourcing arrangements do not 

interfere or obscure prudential supervision by BPNG. Generally, approved agreements or 

service contracts should reflect requirements for regulatory compliance, provision of 

information and unfettered access by BPNG as if the function continued to be delivered 

from within the AI. 

9. The AI’s outsourcing policy must set out specific requirements in relation to outsourcing 

to related parties and to service providers that undertake outsourcing on behalf of the AI 

outside outside PNG. In both cases, the AI must consult with BPNG prior to entering 

such arrangements. 

Assessment of outsourcing options 

10. Each AI must be able to demonstrate to BPNG that, in assessing the options for 

outsourcing, it has: 

a. prepared a business case;  

b. undertaken a tender or other selection process for service providers; 

c. undertaken a due diligence review of the chosen service provider; 

d. involved the Board, Board committee or senior manager with delegated authority 

from the Board, in approving the agreement; 

e. established procedures for monitoring performance under the outsourcing agreement 

on a continuing basis; 

f. addressed the renewal process for outsourcing agreements and how the renewal will 

be conducted as well as conditions for termination that include inability of the AI to 

satisfy compliance with prudential and other regulations or directions by BPNG. In 

such cases, early termination penalties must be voided or minimal;  

g. developed contingency plans that would enable the outsourced business activity to be 

provided by an alternative service provider or brought in-house if required; and 
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h.  Developed binding Agency Agreements stipulating roles, responsibilities, limitations 

of the AI and the mobile banking or branchless banking agent. 

11. Each AI must be able to demonstrate to BPNG that the assessment of an option to 

outsource to a related party has addressed:  

a. evaluation of changes to the risk profile and how changes will be addressed in the 

AI’s risk management framework; 

b. that the related party has the ability to conduct the business activity on an ongoing 

basis; 

c. the required monitoring procedures to ensure that the related party is performing 

effectively and how potential inadequate performance would be addressed; 

d. contingency issues in accordance with Prudential Standard BPS251 Business 

Continuity Management should the outsourced activity need to be brought in-house; 

and 

e. the need to apply any of the requirements set out in paragraph 22 to the extent they 

are relevant to outsourcing agreements with a related party. 

Matters to be covered in outsourcing agreement 

12. Except where otherwise provided in this Prudential Standard, all outsourcing 

arrangements must be contained in a documented legally binding agreement. 

13. The agreement must be signed by all parties before the outsourcing arrangement 

commences.  

14. At a minimum, the agreement (including arrangements with related parties) must address 

the following matters: 

a. the scope of the arrangement and services to be supplied; 

b. commencement and end dates; 

c. review provisions; 

d. pricing and fee structure; 

e. service levels and performance requirements; 

f. ownership of intellectual property, models, data, use of brands and logos and similar; 

g. audit and monitoring procedures; 

h. business continuity management; 

i. confidentiality, privacy and security of information; 

j. default arrangements and termination provisions; 

k. dispute resolution arrangements; 

l. liability and indemnity; 

m. sub-contracting; 

n.  insurance;  
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o. to the extent applicable, offshoring arrangements (including through subcontracting) 

where key aspects of the work will be undertaken in a country different to the location 

of the service provider;  

p. financial problems or takeover of service provider; and 

q. legal and regulatory compliance expectations including reporting to the AI of 

potential problems’ 

15. An AI must ensure that its outsourcing agreement includes appropriate indemnities by the 

third-party service provider of the AI for any sub-contracting the service provider may 

enter into with respect to the outsourcing arrangement, including failures on the part of 

the subcontractor. For example, outsourcing of IT to a local company that subcontracts 

offshore software development work to another country, eg. India. 

16. There may be urgent circumstances where the AI enters arrangement without first 

completing all aspects under paragraphs 9-11. Such circumstances may include failure of 

a third-party provider and the need to find an immediate replacement or triggering of the 

BCM or Contingency Funding Plan. Under these circumstances, arrangements must be of 

a duration sufficient to allow proper process to be followed and new agreements entered 

and in any case, no longer than 3 months. The AI must notify BPNG of such 

arrangements within 14 days. 

BPNG access to service providers 

17. All outsourcing agreements must provide for BPNG to access documentation, 

information and relevant personnel related to the outsourcing arrangement. More 

particularly, confidentiality provisions of any agreement must not preclude the service 

provider from giving copies of agreements, service arrangements and cooperating with 

any requests for information from BPNG. Further, the agreement must explicitly address 

the right of BPNG to conduct on-site visits to the service provider if BPNG considers it 

necessary in its role as prudential supervisor. 

18. BPNG will in the normal course of its relationship with the AI, obtain required material 

from the AI as well as advise the AI of intentions to undertake an on-site visit to a service 

provider.  

19. The Board must ensure that any outsourcing arrangements with a related company will 

not impede access by BPNG to that related company or any material or personnel 

involved in the provision of outsourced activities. 

Restrictions on outsourcing business activities, functions and processes  

20. There are certain fundamental business activities, functions and processes that are not 

appropriate for outsourcing. Generally, these will relate to core responsibilities, decision 

making and risk management. BPNG may also limit outsourcing where it is of the 

opinion that an AI has outsourced too many key activities affecting its ability to 

realistically control and manage operations and increases the risk profile of the AI to an 

unacceptable level.  

21. While not an exhaustive list, business activities, functions or processes that must not be 

outsourced include: 
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a. matters under law, regulation or prudential standard that require decision or approval 

by the Board and senior management ; 

b. decisions regarding granting of credit and making financial investments; and 

c. appointment as a director, senior manager  or responsible person. Such positions must 

be filled by natural persons and not outsourced to companies or service providers 

because the individual must be held responsible and accountable for meeting 

obligations under law and fit and proper person requirements and similar.  

Register of outsourcing contracts and ongoing monitoring 

22. Each AI must establish and maintain a Register of all material business activities, 

processes and functions that have been outsourced. The Register must identify the key 

information of the arrangements as well as review and renewal dates and department or 

position responsible for managing and monitoring the arrangements.  

23. Each AI must have sufficient and appropriate resources to manage and monitor the 

outsourcing relationship. The type and extent of resources required will depend on the 

materiality of the outsourced business activity. At a minimum, monitoring must include: 

a. appropriate frequency and intensity of contact with the service provider which may 

range from daily operational contact to senior management performance review and 

relationship management;  

b. monitoring of performance under the agreement, usually detailed in Service Level 

Agreements; and 

c. testing of service arrangements as appropriate and continued compliance with related 

regulatory and prudential requirements. 

24. The AI’s internal audit function must review any proposed outsourcing of a material 

business activity and regularly review and report to the Board or Board Audit Committee 

on compliance with the AI’s outsourcing policy and the ability of the AI to continue to 

manage risks.  

Notification Requirements 

25. An AI must consult with BPNG as required under this standard prior to entering any 

outsourcing agreement. Where there is no explicit requirement to consult prior to entering 

the agreement, the AI must notify BPNG as soon as possible after entering into an 

outsourcing agreement, and in any event no later than 20 business days after execution of 

the outsourcing agreement.  

26. The notification in paragraph 25 must include a summary of the key risks and the risk 

mitigation strategies implemented. BPNG may request additional material to assess the 

impact of the outsourcing arrangement on the AI’s risk profile. 

27. Each AI must advise BPNG if there are problems emerging with any outsourcing 

arrangement which may affect materially the business operations, profitability or 

reputation or present other additional risks. 
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28. Each AI must advise BPNG as soon as practicable if a material outsourcing agreement is 

terminated. The AI must provide a statement to BPNG about the transition arrangements 

and future strategies for carrying out the outsourced activity. 

29. An AI must consult with BPNG prior to entering into any offshoring agreement involving 

a material business activity, function or process. The AI must satisfy BPNG that the 

impact of the offshoring arrangement has been addressed effectively as part of the risk 

management framework. If, in BPNG’s opinion, the offshoring agreement involves risks 

not addressed appropriately, BPNG may require the AI to make other arrangements for 

the outsourced activity as soon as practicable. 

Reporting  

30. Each AI will provide as part of the annual attestation, statements regarding the effective 

assessment and ongoing management of outsourcing arrangements.   

Remedial measures and sanctions 

31. BPNG may request the external auditor of an AI, or an appropriate external expert, to 

provide an assessment of the risk management processes in place with respect to 

outsourcing on an individual contract or collective basis. This could cover areas such as 

information technology systems, data security, internal control frameworks and business 

continuity plans. Such reports will be paid for by the AI and must be made available to 

BPNG. 

32. If BPNG is not satisfied with the adequacy of an AI’s outsourcing policies and procedures 

or management of outsourced activities, BPNG may require the AI to make other 

arrangements for the outsourced activity as soon as practicable 

33. BPNG may also vary the conditions of the AI’s licence under section 14 of the BFIA. 

Such conditions may include, but are not limited, to: 

a. suspend or limit certain business activities relating to the outsourced activity;  

b. prohibit certain transaction or a class of transactions; 

c. require appointment of additional staff or third party support to address weaknesses 

identified; or 

d. suspend or require the removal of any directors, managers or chief executive. 

Commencement 

34. This prudential standard commences immediately. 

35. AIs shall comply with the requirements of this prudential standard for all future 

outsourcing arrangements.  
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Attachment 1: Samples of material business activities, functions and processes 

Examples of Outsourcing Arrangements include: 

 Information system management and maintenance (For example, data processing, data 

centres, facilities management, end-user support, local area networks, help desks)  

 Document processing (For example, cheques, credit card slips, bill payments, bank 

statements, other corporate payments)  

 Application processing (For example, loan originations, credit cards)  

 Loan administration (For example, loan negotiations, loan processing, collateral 

management, collection of bad loans)  

 Investment management (For example, treasury management, cash management)  

 Correspondent banking services  

 Cash in transit management (For example, the secure storage and distribution of cash) 

 Marketing and research (For example, product development, data warehousing and 

mining, advertising, media relations, call centres, telemarketing)  

 Back office management (For example, payments, processing, custody operations, quality 

control, purchasing)  

 Real estate administration (For example, building maintenance, lease negotiation, 

property evaluation, rent collection)  

 Professional services related to the business activities of the AI (For example, accounting, 

internal audit)  and 

 Human resources (For example, benefits administration, recruiting). 

 

This Prudential Standard and materiality test is not expected to apply to: 

 Courier services, regular mail, utilities, telephone  

 Procurement of specialised training  

 Discrete advisory services (For example, legal opinions, certain investment advisory 

services that do not result directly in investment decisions, independent appraisals, 

administrators or liquidators in bankruptcy)  

 Purchase of goods, wares, commercially available software and other commodities 

 Independent audit reviews  

 Credit background and background investigation and information services  

 Market information services (For example, Bloomberg, Moody’s)  

 Independent consulting  

 Services the AI is not legally able to provide  

 Printing services  

 Repair and maintenance of fixed assets  

 Supply and service of leased telecommunication equipment  

 Travel agency and transportation services  

 Maintenance and support of licensed software  

 Specialised recruitment services, temporary help and contract personnel  

 Fleet leasing services  

 External conferences  

 Sales of insurance policies by agents or brokers  

 Syndication of loans 


