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Prudential Standard BPS251: Business Continuity Management

Overview and Key Requirements

Business Continuity Management (BCM) is a whole-of-business approach that includes
policies, standards and procedures for ensuring that critical business operations can be
maintained or recovered in a timely fashion, in the event of a disruption. Its purpose is to
minimise the financial, legal, regulatory, reputational and other material consequences arising
from a disruption.

This prudential standard aims to ensure that each Al or group, implements a whole-of-
business approach to business continuity management, appropriate to the nature and scale of
its operations. BCM increases resilience to business disruption arising from internal and
external events and may reduce on the AI or group’s business operations, reputation,
profitability, depositors and other stakeholders.

The key requirements include:

e Board approved and documented BCM Policy that sets out its objectives and approach in
relation to BCM,;

e a Business Continuity Plan (BCP) that documents procedures and information which
enable the Al to manage business disruption in accordance with the BCM policy;

e review and test the BCP on an annual basis or more frequently as required as well as
periodic review by the internal audit function or an external expert; and

e notify BPNG in the event of certain disruptions and provide certain reports.
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Application

This Prudential standard applies to each Bank and Licensed Financial Institution
authorized under the Banks and Financial Institutions Act 2000 (BFIA), collectively
referred to as Authorised Institutions (Als) for the purposes of this prudential standard.

Definitions

1. Refer to BPS 001 Bank of Papua New Guinea Prudential Standards — Glossary and
Definitions for a complete set of definitions and glossary of terms used in this Prudential
Standard. Defined terms are hyperlinked in the electronic version of this Prudential
Standard.

Critical Business

2. Critical business operations are the business functions, resources and infrastructure that
may, if disrupted, have a material impact on the regulated institution’s business functions,
reputation, profitability, depositors and other stakeholders.

Principles and Prudential Requirements

Approval, management and administration

3. The Board of directors (Board) is responsible for the risk management of potential
business continuity risks to ensure that the Al is able to meet its financial and service
obligations to its depositors and other creditors.

4. The Board remains responsible for business continuity management (BCM) whether or
not business operations are outsourced or are provided as part of a group.

5. An Al’s BCM must be documented, appropriate to its nature, size and complexity and at
a minimum include:

a. a BCM Policy that sets out its objectives and approach in relation to BCM;
b. recovery objectives and strategies;
c. abusiness continuity plan (BCP) including crisis management and recovery; and
d. programs for:
e reviewing and testing of BCP; and

e training and awareness of staff in relation to BCM.
Business Impact Analysis

6. A BIA involves identifying, and addressing the impact of a disruption on all critical
business functions, resources and infrastructure of the Al.

7. When conducting the BIA, the Al must consider:
a. plausible disruption scenarios over varying periods of time;
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b. the period of time for which the Al could not operate without each of its critical
business operations;

c. the extent to which a disruption to the critical business operations might have a
material impact on the interests of depositors of the Al; and

d. the financial, legal, regulatory and reputational impact of a disruption to an Al’s
critical business operations over varying periods of time.

Recovery Objectives and Strategies

8. An Al must identify and document appropriate recovery objectives and implementation
strategies based on the results of the BIA and the size and complexity of the Al.

Business Continuity Planning

9. An Al must maintain at all times a documented BCP that meet the objectives of the BCM
Policy.

10. The BCP must document the procedures and information that enable the regulated
institution to:

a. manage an initial business disruption (crisis management); and
b. recover critical business operation.
11. The BCP must reflect the specific requirements of the Al and must identify:

a. critical business operations;

b. recovery levels and time targets for each critical business operation;
c. recovery strategies for each critical business operation;

d. infrastructure and resources requires to implements the BCP;

e. roles, responsibilities and authorities to act in relation to the BCP; and

f. communication plans with staff and external stakeholders.

Review and Testing of BCP

12. An Al must review and test its BCP at least annually, or more frequently if there are
material changes to business operations, to ensure that the BCP can meet the BCM
objectives.

13. Test results must be formally reported to the Board or delegated management.

14. The BCM and supporting plan must be updated if shortcomings are identified as a result
of the review and testing required under paragraph 12.

15. To facilitate its understanding of an AI’s BCM and BCP measures, BPNG may send
observers to an AI’s BCP testing exercise.
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Audit Arrangements

16. An Al’s internal audit function, or an external expert, must periodically review the BCP
and provide an assurance to the Board or to delegated management that:

a. the BCP is in accordance with the regulated institution’s BCM Policy and addresses
the risks it is designed to control; and

b. testing procedures are adequate and have been conducted satisfactorily.

Notification Requirements

17. An Al must notify BPNG as soon as possible and no later than 24 hours after
experiencing a major disruption that has the potential to have a material impact on the
AT’s risk profile or affect its financial soundness. The notification must address the nature
of the disruption, the action being taken, the likely effect and timeframe for return to
normal of operations. BPNG may require additional reporting or updates during the
disruption.

18. The Al must notify BPNG when normal operations resume and provide a report on the
disruption identifying problem, root cause and action plan for policy and procedures
amendments and testing.

Reporting

19. A copy of the test results reported to the Board under paragraph 16 must be provided to
BPNG.

Remedial measures and sanctions

20. BPNG may request the external auditor of an Al, or an appropriate external expert, to
provide an assessment of the AI’s BCM arrangements Such reports will be paid for by the
Al and must be made available to BPNG.

21. If BPNG is not satisfied with the adequacy of an AI’s BCM arrangements, BPNG may
require the Al to make other arrangements as soon as practicable.

22. BPNG may also vary the conditions of the AI’s licence under section 14 of the BFIA.
Such conditions may include, but are not limited, to:

a. prohibit certain transaction or a class of transactions;

b. require appointment of additional staff or third party support to address weaknesses
identified; or

c. suspend or require the removal of any directors, managers or the chief executive
officer.

Commencement

23. This prudential standard is effective immediately.
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